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VACCHO would like to N CE N
acknowledge the Traditional TS
Custodians of the land we
stand on today the Larrakia
People, lands that have never
been ceded, and pay
respects to Elders past,
present and emerging.




Meet the Team

James Traficante James Russell
Director Health Information Executive Manager Technology &
and Digital Systems Information Systems
jamest@vaccho.org.au jamesr@vaccho.org.au
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Strategy

Technology

Projects IT Operations

Infrastructure Applications. Security

CIO as a Service

CENTRE OF EXCELLENCE FOR
.. > Aboriginal Digital
¢¢ in Health

220+ Indigenous Orgs
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“ZERO Trust Model

e Assume Breach

e Always Verify . oa
 Healthcare attacks on the rise

4 Top 3 Reporting Sectors h
k Health re and social assistance m )




User Accounts [ Password

* Accounts used for systems administration must be separate to normal
use accounts

* Multi Factor Authentication — by default everywhere
 |f an account is not in active use, disable or delete it

Attack Path — Cracking Hashes to become a Domain Admin
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Network Management

[&] I Network management, virtual LAN’s Wi-Fi & Firewalls

=— ) =

@@! Penetration Testing

46
Am Managed devices with 4G data capability




DCC Free WIFiI

Did you join our free network?
* Vulnerability data mining breach

Secure Wi-Fi equipment provided
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SIEM, SOC & Third-Party

Vulnerabilities
SEIM & SOC

(Security Information and Event Management & Security Operations Centre)

Third Party |Wwhat are their security measures?
security
vulnerability

When did they last pen test?

= =l What level of access do they have to your environment?



Environment Control

@ Single Sign On (SSO)

Account Management @

e Use of Microsoft Tools
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Environment Control
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Building Security
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Server Management
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Backup and the
Importance to Air Gap




Sharing with Externals

Sharing With Externals SharePoint Access and Board Portals
Collaboration
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BREACH A

What happens?

* The threat from within

* File extraction

* Threat actors time to action

 Unsolicited emails




BREACH A

Real Life Scenario




Policies and Accreditations

How they work together il Data ownership and responsibility

1ISO27001 Essential 8

Multi-factor
authentication

07
' The ASD Essential 8
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Take away from today

e Cyber Security requires lots of little inputs
* Passwords
 Single Sign on
e Patching
* Monitoring

e “Air Gaps” stop Threat Actors
* MFA everywhere no exception

* Cyber Insurance — critical




Questions?
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